
1 © 2023 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates.

This information/document has been classified: Public

18-19 October



2 © 2023 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates.

This information/document has been classified: Public

Separability of Banks During Crisis – Guidance on 
Separability for Transfer

Gartner
Mr. Andy Rowsell-Jones



© 2023 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates. This publication may not be reproduced or distributed in any form 

without Gartner's prior written permission. It consists of the opinions of Gartner's research organization, which should not be construed as statements of fact. While the information contained in this 

publication has been obtained from sources believed to be reliable, Gartner disclaims all warranties as to the accuracy, completeness or adequacy of such information. Although Gartner research 

may address legal and financial issues, Gartner does not provide legal or investment advice and its research should not be construed or used as such. Your access and use of this publication are 

governed by Gartner’s Usage Policy. Gartner prides itself on its reputation for independence and objectivity. Its research is produced independently by its research organization without input or 

influence from any third party. For further information, see "Guiding Principles on Independence and Objectivity."

This information/document has been classified: Public

Andy Rowsell-Jones

Vice President and Distinguished Analyst

Gartner Australasia Pty Ltd

Digitalization - IT Resolution 
on transfer
19th October 2023

https://www.gartner.com/technology/about/policies/usage_policy.jsp#_blank
https://www.gartner.com/technology/about/ombudsman/omb_guide2.jsp


4 © 2023 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates.

This information/document has been classified: Public

Purpose Of Today’s Session

PIDM invited Gartner to present on:

• The role of IT in M&A – pre, during and after resolution 

• IT Due Diligence in M&A during distress – common errors that will 
affect pricing and transaction 

• Information requirement to expedite the IT DD (i.e. expectation on 
banks) 

• Issues and challenges in undertaking the IT DD – pre, during and 
after resolution together with its remediation measures 

• Sharing of cybersecurity issue and the impact on resolution strategy
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Recent Examples Show Maintaining Public Trust 
Is Critical

…

…
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Public Trust Demands Swift Resolution

• “Act fast

• Act effectively

Transfer to buyer

Transfer to bridge 
institution”

Rafiz Azuan Abdullah, CEO, PIDM from May11th 2023 interview for The Edge TV
https://www.pidm.gov.my/en/how-we-protect-you/resolution/planning-to-ensure-an-

effective-resolution-by-pidm

https://www.youtube.com/@TheEdgeTV
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Scale Of IT Can Hinder Resolution

Source: IT Key Metrics Data 2023: Industry Measures — Executive Summary, Gartner, 8 December 2022, G00779688

IT Spending as a Percent of Operating Expense for selected 

Industries, 2022

4.1%

12.2%

10.6%

6.6%

6.5%

3.7%

1.4%

1.3%

Cross-Industry Median

Banking and Financial Services

Government - National and International

Software Publishing and Internet Services

Media and Entertainment

Insurance

Construction, Materials and Natural Resources

Energy
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Resolution success comes by design, 
not by accident.
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Agenda

What can go wrong

Cybersecurity challenges

IT in M&A 
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Agenda

What can go wrong

Cybersecurity challenges

IT in M&A 
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Resolution Strategy Determines Integration 
Approach

Absorption Best-of-Breed Stand-Alone

• Target fully integrated

• Common in competitor 

acquisitions

• Lower running costs

• High cost-synergies

• Medium integration costs

• Adopts best components 

of each

• Common in similar-sized 

mature business acquisitions

• Medium running costs

• Medium cost-synergies

• High integration costs

• Target left as is 

• Common in financial 

acquisitions

• Higher running costs

• Low cost-synergies

• Low integration costs
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Resolution Crunches Timelines
Timeline: Undefined Two to Three Months Six to 24 Months

M&A Transaction Execution
“Do the deal”

M&A Integration

and Operations
“Conduct postclosing

operations”

M&A Strategy
“Make a buy or 

sell decision”

Valuation Due 

Diligence

Planning and

Preparation

Negotiation 

& Closing

Realizing 

Synergies

Measuring 

Results

Discovery Targeting
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M&A Transaction Execution
“Do the deal”

M&A Integration

and Operations
“Conduct postclosing

operations”

M&A Strategy
“Make a buy or 

sell decision”

Valuation Due 

Diligence

Planning and

Preparation

Negotiation 

& Closing

Realizing 

Synergies

Measuring 

Results

Discovery Targeting

Detailed M&A Process

Pipeline of Acquisition Targets 

Do we have a pipeline of acquisition 

targets that supports our strategic 

priorities?

Deals That Maximize Value Creation

Which deal maximizes value creation, 

what are the risks, and why should we 

do it now?

Focus on Strategic Priorities 

How do we ensure a continued focus 

on strategic priorities during 

integration?

Achievement of Strategic 

Objectives

Did we achieve our strategic 

objectives with this deal?

Plan to Realize Value Creation 

Do we have a plan in place to capture 

synergies and overcome risks to 

realize value-creation opportunities? 

Reactions from Key Constituents 

What reaction are we expecting from 

key constituents (regulators, 

shareholders, analysts, employees, 

competitors), and what have we 

prepared to address those responses?

Key Synergies and Risks 

Do we have a good understanding of 

where the value of the deal is going to 

be created and lost— have we fully 

considered the key synergies and 

risks? 

Accurate Valuation Model 

Do we have the information needed to 

build an accurate and comprehensive 

valuation model?
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M&A Integration Roadmap
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M&A Governance and Team

The 

Board

CEO and 

Executive 

Leaders

Executive 

Sponsor 

Third-Party 

Advisors

Legal

Accounting

Tax

IT 

Integration

Banks/ 

Financiers

……

M&A Deal Lead

Support BU Reps

Change 

Management

Communications

Functional Leads and Task Owners

IT HR Finance Tax Legal Sales SCM



16 © 2023 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates.

This information/document has been classified: Public

M&A Due Diligence Components
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HR Finance Legal
Supply 

Chain Marketing Sales CommsIT

Cross-Functional Due Diligence Team

M&A Leader
Third-Party

Advisor

M&A Staff
Business 

Rep(s)

• Legal 

• Accounting and Tax

• Integration

• Financing Partners

• …

• Functional Lead

• Team Members
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IT Due Diligence — Checklist and Report

IT Management Software and Business Applications Security Personnel

IT value and performance Software — on-premises and SaaS Hardware Employees Talent

IT strategy Business Software Contractors Culture

IT financial management Office Facilities

Specialty External Projects

Service Delivery and Sourcing Operating systems Applications

Outsourcing Data Infrastructure

Licensing agreements Software and Systems Integration BI/DW

Service agreements, including as a service (aaS) System interfaces Services

Shared services Software Databases

Contracts Tools

Hardware/Infrastructure

Records Desktops

Procedures, policies and standards Laptops

Reports/reporting Devices

Business continuity/disaster recovery (BC/DR) plans Servers

Fixed asset registers/records Printers Transition service agreements (TSAs)

Asset tagging records Storage Change of control clauses

Passwords Skills retention/divestment

 Voice and Data Networks Cost optimization/management

Facilities Voice/telephony External considerations - media/regulatory

Offices Internet Integration challenges/assumptions

Data centers Data: LAN/WAN/SAN Performance/service outcomes

Significant risks

Websites/Social Media Help Desk/Service Desk

Note: "click" on dark blue headers to navigate directly to the related sheet in the Toolkit.

4: Personnel and Projects

5: Transaction Implications

2a: Detail Sheet for S&O

1: IT Management, Finance and Administration

Due Diligence Landscape - Information Technology 

2: Systems and Operations 3: Data, Security and Risk

• Validate business 
case assumptions

• Uncover potential 
risks

• Highlight 
opportunities

• Inform integration 
roadmap
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Agenda

What can go wrong

Cybersecurity challenges

IT in M&A 
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What Could Possibly Go Wrong With M&A?

How Do You Avoid 

These Traps?

Unclear

Rationale

Lost

Synergies

Execution 

Flaws

Power

Politics
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Overambitious, Unclear or Even Undeclared
Deal Drivers

Cost Markets

Revenue Products

IP Capabilities

Talent Transformation

Unclear

Rationale

Lost

Synergies

Execution 

Flaws

Power

Politics

Know the “why” before you buy.

Lack of clarity will only lead to 

problems in execution.
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Synergies: Misconceived Benefits

Unclear

Rationale

Lost

Synergies

Execution 

Flaws

Power

Politics

Realizing synergies is a journey. 

Actions need to be taken with the 

overall strategy in mind. 

Revenue Synergies

One-Time Integration Costs

Cost Synergies
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Power Politics

Unclear

Rationale

Lost

Synergies

Execution 

Flaws

Power

Politics

Power politics are inevitable. 

Failing to address them can derail 

transactional success.
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Execution Flaws

Unclear

Rationale

Lost

Synergies

Execution 

Flaws

Power

Politics
Closing a transaction is just 

the start of the journey

Incomplete Due Diligence

Failure to Address Critical People Issues

Lack of Transformational Governance

Failure to Use External Advice and Expertise
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Execution Flaws

Incomplete Due Diligence

Lack of Transformation Governance

Failure to Address

Critical People Issues

Failure to Use External

Advice and Expertise

• 69% have terminated 

discussions

• Too much focus on tax, legal 

and regulatory

• Inadequate cultural, operational 

and technology

• Risk balanced approach 

Closing a transaction is just
the start of the journey
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Execution Flaws

Incomplete Due Diligence

Lack of Transformation Governance

Failure to Address

Critical People Issues

Failure to Use External

Advice and Expertise

Post-deal software license 

expenses not optimized

Transition Service Agreements 

(TSA) are not well managed

Assessment of Techquisitions 

lack technical expertise
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M&A Creates Vendor Leverage

M&A activity can 
trigger software and 
SaaS license audits, 
exposing liabilities for 
additional fees.

Common software and
SaaS contract problems

• Define only affiliate use rights but 
fail to define the cost and process
of new affiliate onboarding.

• Omit or have insufficient transitional 
use rights.

• Lack of license assignment rights 
resulting in over-licensing
for sellers.

Source: Save Millions($) in License Costs by Preparing for M&A-Driven Software Negotiations (GOO768078)

https://www.gartner.com/document/4436399
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Get Contracts Ready For M&A (Items for 
Due Diligence)

Software and 
SaaS contracts 
ready for M&A

 Negotiate license audits and use verification rights that provide 
ample notice of a vendor audit. 

 Prepare for a vendor audit by working closely with your software 
asset management team by running internal license compliance 
verifications.

 Ensure affiliate onboarding costs are consistent by negotiating 
definitions, use rights, onboarding processes and onboarding 
costs for affiliates.

 Ensure license metric definitions apply only to the entities using 
the software to avoid mandatory merger-and-acquisition-driven 
true-up costs.

 Negotiate adequate transitional service periods and 
minimize the cost of assigning licenses during divestitures.

Source: Save Millions($) in License Costs by Preparing for M&A-Driven Software Negotiations (GOO768078)

https://www.gartner.com/document/4436399
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Execution Flaws

Incomplete Due Diligence

Lack of Transformation Governance

Failure to Address

Critical People Issues

Failure to Use External

Advice and Expertise

Post-deal software license 

expenses not optimized

Transition Service Agreements 

(TSA) are not well managed

Assessment of Techquisitions 

lack technical expertise
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Transition Service Agreement 
(TSA) Costs:

The cost incurred when a buyer 
contracts the continuation of certain 
services such as computer systems, 
access to shared services, access to 
knowhow, from the seller.
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TSAs Are Common and Impact Deal Value

Buyer

• Designed to cover the “transition” period of  transfer of

control from the seller to the buyer.

• Typically include access to IT services, other shared 

services, HR, process know-how … 

• Typically contracted for up to two years with early 

termination and extension clauses (software is commonly 

contracted for one year with four optional three-month 

extensions giving up to two years TSA if necessary).

• Typically invoiced monthly with penalties for late 

payment.

• A source of governance problems as integration 

responsibility and operational responsivity diverge.

Seller
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7 Best Practices in Transition Services

Buyer Seller

Establish clear, scalable mandatory services.

Define unambiguous optional services.

Agree on reasonable, properly monitored service levels.

Establish effective service management and escalation 

mechanisms.

Implement auditable, legally compliant information 

security measures.

Agree on clear protocols for service extension and 

termination.

Define service costs and changing mechanisms 

thoroughly. 

1

2

3

4

5

6

7
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Execution Flaws

Incomplete Due Diligence

Lack of Transformation Governance

Failure to Address

Critical People Issues

Failure to Use External

Advice and Expertise

Post-deal software license 

expenses not optimized

Transition Service Agreements 

(TSA) are not well managed

Assessment of Techquisitions 

lack technical expertise
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Techquisition:

A type of acquisition where a traditional 
company acquires a digital-born 
company with the goal of transforming 
their conventional business model with 
new digital capabilities. 
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Traditional acquisition —traditional bank takes 

over another traditional bank

Techquisition —traditional bank takes over a 

fintech

Credit Suisse and 

UBS unite as we 

embark on the 

next chapter of 

our joint journey. 

Together, we’ll 

create a bank that 

our clients, 

employees, 

investors and 

Switzerland can 

be proud of.

Sergio P. Ermotti, 

Group CEO
Source: https://www.credit-suisse.com/about-us/en/investor-relations.html, Sept 20th, 2023

“First Citizens Bank is buying most of the 
business of Silicon Valley Bank, the US tech 
lender that failed earlier this month.”

By Mark Thompson and Liz Enochs, CNN, CNNWire, Tuesday, March 
28, 2023

https://www.credit-suisse.com/about-us/en/investor-relations.html
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Techquisition Risk Profile
The Techquisition Process Must Involve IT Leaders Early On

Source: Successful ‘Techquisitions’ Can Accelerate Digital Transformation (G00731963)

731963_C

M&A Transaction Execution

“Do the Deal”

M&A Integration

and Operations

“Conduct Postclosing

Operations”

M&A Strategy

“Make a Buy or 

Sell Decision”

https://www.gartner.com/document/3987886
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Execution Flaws

• Early integration planning

• Cross-functional approach 

• Steering committee

• Integration management office

• Risk and issue management

• Metrics and measurement

Incomplete Due Diligence

Lack of Transformation Governance

Failure to Address

Critical People Issues

Failure to Use External

Advice and Expertise

Closing a transaction is just
the start of the journey
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Execution Flaws

• Top performers in M&A

use them more often

• Targeted and critical roles

• Capability, Capacity and 

Credibility gaps (three Cs)

Closing a transaction is just
the start of the journey

Lack of Transformation Governance

Failure to Address

Critical People Issues

Failure to Use External

Advice and Expertise

Incomplete Due Diligence
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Execution Flaws

• Biggest impact on M&A success

• Address

• Retention

• Motivation

• Development

• Alignment

• Two-way communication

People are more critical than
ever for transaction success

Lack of Transformation Governance

Failure to Address

Critical People Issues

Failure to Use External

Advice and Expertise

Incomplete Due Diligence
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M&A transactions succeed when 
potential pitfalls are recognized 
and mitigated in advance.
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Agenda

What can go wrong

Cybersecurity challenges

IT in M&A 
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There Are Two Types Of Cybersecurity Metrics

Traditional Outcome-driven

Focus Measure “measurable” 

inputs or outputs 

Measure outcomes with 

direct line of sight to their 

drivers

Example How many malicious emails 

have been blocked this 

month 

Incident Containment 

(Minutes): the time from 

when an incident is 

determined … to when it is 

contained from creating 

further damage or risk
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Outcome-driven Metrics Have Greater Utility In 
Cybersecurity 

Set and articulate 

clear goals and 

objectives for 

cybersecurity 

programs

Measure and report 

the effectiveness of 

cybersecurity controls 

in preventing or 

mitigating security 

incidents

Identify areas for and 

measure 

improvement of 

cybersecurity 

programs
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Gartner’s Recommended Outcome-driven Metrics 
For Cybersecurity
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Example
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Outcome-driven cybersecurity 
metrics provide a direct line of 
sight back to drivers of good 
cybersecurity.
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Conclusions
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Recommendations – Public Trust Demands Swift 
Resolution

Resolution success comes by design, not by accident

M&A transactions succeed when potential pitfalls are recognized 
and mitigated in advance.

Outcome-driven cybersecurity metrics provide a direct line of sight 
back to drivers of good cybersecurity
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The Gartner Cybersecurity Business Value
Benchmark, First Generation
Published 5 September 2022 - ID G00775537 - 26 min read

By Analyst(s): Paul Proctor, Srinath Sampath, Paul Furtado, Patrick Long, Lisa Neubauer,

Deepti Gopal

CIOs must drive cybersecurity investment through a business lens.

These metric definitions are outcome-driven metrics used to

create a peer comparison benchmark of cybersecurity business

value across 16 value levers.

Additional Perspectives

Analysis

When to Use

CIOs seeking to manage cybersecurity investment must use outcome-driven metrics.

Gartner has defined 16 protection-level outcomes that create a foundation for effective

collaboration with boards of directors, CISOs and CFOs.

These metrics serve as value levers to manage business-led cybersecurity investments.

The goal is to achieve a desired level of cybersecurity readiness that aligns with the

organization’s willingness to pay for it (see Use Value and Cost to Treat Cybersecurity as a

Business Decision).

The metrics establish a baseline for peer comparison that is very useful for guiding

cybersecurity investments and board oversight.

Organizations should gather their operational execution data and establish a desired

target goal of achievement for each metric.

Summary Translation: The Gartner Cybersecurity Business Value Benchmark, First
Generation
(26 April 2023)

■

This research note is restricted to the personal use of andy.rowsell-jones@gartner.com.

https://www.gartner.com/document/code/762968?ref=authbody&refval=
https://www.gartner.com/document/code/794117?ref=authbody&refval=
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Gartner will release a tool for collecting this benchmark data from clients and other

participants. This data will be used in aggregate to create a first of its kind benchmark for

organizations. Register your interest at the  Gartner Cybersecurity Business Value

Benchmark site. Gather these metrics for your organization now so you will be ready when

the tool becomes available.

Directions for Use

Context

A global benchmark has to accommodate organizations of every size, industry and region,

and they all have to measure the same things. The definitions for these metrics

accommodate a lot of variations with the intent to make peers comparable.

Any aspect that is not immediately clear should be based on the organization’s definition.

For example, we do not address patch prioritization, and each organization should

prioritize as it sees necessary. The metric still works across organizations that prioritize

differently, and the assumption is that peer groups will prioritize roughly in a similar

manner. This will be sharpened as the benchmark develops over different generations.

The FAQ and definitions below should provide additional context.

FAQ

Use this guidance and metric definitions to facilitate gathering of the defined

metrics.

■

Instrument your systems and processes to gather these metrics for now and the

future. That is because cybersecurity is always changing, and this benchmark will

evolve year over year.

■

Gather the defined metrics for both current operations results (“actual”) and desired

levels of protection (“desired”).

■

Periodically, once or twice a year, enter your data into the Gartner tool and receive

custom peer benchmarking reports.

■

This publication is protected by U.S. and international copyright laws. Reproduction

or distribution of the content without advance written permission from Gartner is

prohibited.

■

This research note is restricted to the personal use of andy.rowsell-jones@gartner.com.
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Is it OK to estimate? Yes, credible and defensible estimates are OK. Although these are

Gartner’s recommended calculations and definitions for these metrics, we understand that

many organizations are not currently instrumented to gather the data exactly as we define

it.

Do I need to answer every question? No, but you will receive data only for the questions

you answer. Put a zero in any question you wish to skip. You can also answer for a

“desired” value even if you do not have the data for the “actual” value.

Why does Gartner use average vs. median? Many of the benchmark questions are based

on averages. We encourage organizations to calculate these averages in a credible and

defensible manner. Medians can be submitted in lieu of averages if you can calculate

them. Gartner reports results as medians and quartiles.

Why do many of the definitions rely on the definition that the organization uses? The

benchmark has to balance a lot of variations across organizations of different sizes,

industries and threat profiles. Because an organization will ultimately be compared with

peers, an assumption is made that peers will have similar definitions. As the benchmark

matures over time, we will add or modify questions to create more visibility into these

definitions.

What is the difference between “actual” and “desired”? “Actual” is what you are

operationally achieving, and “desired” is what you would like to achieve by prioritizing

investment.

What is the appropriate way to determine what is “desired” for each metric? This is a

choice that each organization must make for itself. The benchmark itself may help guide

these decisions in the future by reflecting the most common achievements in your peer

group.

How does Gartner address “gaming” these metrics and how that may impact the

benchmark? Gartner is very experienced at benchmarking and synthesizing the data from

thousands of organizations. We have tools and techniques to “clean” the data and ensure

that the benchmark is a credible and defensible reflection of outcomes being achieved in

our client base. We will be adding questions over time to confirm the credibility and

defensibility of answers.
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What are some examples of gaming these metrics? Any metric that is made to look good,

while hiding actual issues may be considered as gaming the metrics. Especially because

Gartner has integrated organizational choices into the metrics, it may be easy to make

choices that just make the metrics look good. This is not recommended:

Why is gaming these metrics a bad idea for an organization? This is a self-correcting

problem. The purpose of these metrics is to create a comparison of your organization with

your peers for your board of directors and to guide investment. If the metrics are gamed,

they will not be a credible and defensible comparison, and that will be made evident in

any serious breach event that involves disclosure, legal, auditors, regulators or your

cyberinsurance carrier. In addition to misleading your executives, you may create liability

for yourself and your organization.

How is this information protected? Gathering sensitive information is central to Gartner’s

business. This information is protected using the same mechanisms that all client

information is protected at Gartner. It will be shared with others only in aggregate.

Definitions

These definitions provide guidance in the absence of an internally defined criticality scale.

They should be superseded by company-specific risk definitions, where such definitions

have been developed and approved.

In all cases, the organization should default to measuring these outcome-driven metrics in

the context of assets, alerts, vulnerabilities and incidents that the organization has

deemed in its top tiers of risk.

Critical and high-risk assets: Assets for which a breach of confidentiality, integrity or

availability would have a severe or catastrophic adverse effect on organizational

operations, organizational assets or individuals.

Example: Define a common security incident as critical or high-risk that is typically

remediated very quickly, and then flood your security operations center (SOC) with

these incidents to drive down the average time to remediate incidents.

■

Example: Define a very easy “standard” phishing campaign that will score very well

to drive down your phishing scores.

■

Example: Define a ransomware exercise as one that exercises only one system at a

facility to drive up recovery testing percentages.

■
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Critical and high-risk third parties: Third parties for which a breach of confidentiality,

integrity or availability would have a severe or catastrophic adverse effect on

organizational operations, organizational assets, regulatory action, organizational

reputation, or other material business outcomes or impacts.

Critical and high-risk alerts: Alerts that are related to an asset with a critical or high-risk

classification and result from high-fidelity alerting and correlation (endpoint detection, IDS

and highly tuned SIEM use cases).

Critical and high-risk vulnerabilities: To determine the vulnerability risk level, apply the

Common Vulnerability Scoring System (CVSS) to the findings in your environment. Most

commercial vulnerability scanners will calculate CVSS automatically as they report

findings, but it is important to apply environmental context to the findings, such as

network position and impact rating, to ensure scores are properly applied.

Critical and high-risk incidents: Incidents or conditions that must be addressed to avoid

severe or catastrophic adverse effects on organizational operations, organizational assets

or individuals. An incident that is addressed before adverse effects are experienced, is still

an incident. These metrics are measuring the investments to avoid such effects, not only

investments made in dealing with such effects.

Critical and high-risk policy exceptions: Formally tracked policy exceptions with

expiration times or dates that must be addressed to avoid severe or catastrophic adverse

effects on organizational operations, organizational assets or individuals.

Systems: Systems are all IT assets and applications that support business and mission

outcomes. Systems are defined by each organization and are used largely to calculate

percentages of systems for different metrics — for example, the percentage of systems

with required build and security controls.

Business or mission outcomes: Business and mission outcomes are measurable goals

that support a business — for example, a manufacturing plant that produces 5,000

widgets a day. Business outcomes can be defined at different levels, such as all

manufacturing production for a business, the production for a single plant, or the

production across a product line that may be split across several manufacturing plants.

Outcomes are defined by each organization.
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Alignment of systems to business or mission outcomes: A system is aligned to a

business outcome when it has a direct line of sight to the support of that outcome — for

example, the systems that support a manufacturing plant are aligned to the business

outcome of producing 5,000 widgets a day. If the systems aligned to a business outcome

fail, then it harms the business outcome. Organizations determine which systems are

aligned by their defined outcomes. This relationship is a critical concept in this benchmark

to support concepts like percentage of systems that are aligned to an outcome and have

key controls deployed.

The Outcome-Driven Metrics

Outcome-Driven Metric 1: Incident Containment (Minutes)

MTTC

Mean time to contain (MTTC) is typically an SOC metric. If you outsource your SOC, your

provider will have this information. Containment is the time from when an incident is

determined to be in a priority class for remediation (triaged) to when it is contained from

creating further damage or risk. How fast you contain incidents is a protection level

against security incidents damaging your business outcomes and a value measure for

your investment in incident response (see Figure 1 and Table 1).

Figure 1: Outcome-Driven Metric 1 — Incident Containment (Minutes)

Source: Gartner Cybersecurity Value Benchmark

This research note is restricted to the personal use of andy.rowsell-jones@gartner.com.



Gartner, Inc. | G00775537 Page 7 of 26

Table 1: Outcome-Driven Metric 1 — Incident Containment (Minutes)

Source: Gartner (September 2022)

Outcome-Driven Metric 2: Incident Remediation (Hours)

MTTR

Target Question For critical and high-risk security incidents,
what is your average time (in minutes)
between the alert being allocated (triage
starts) and the initial containment response
(mitigation) of that issue?

In-scope incidents In-scope incidents are all categories of
incidents or conditions that must be
addressed to avoid severe or catastrophic
adverse effects on organizational
operations, organizational assets or
individuals.
This excludes:

Clock The clock starts when alert is triaged, which
means it is determined to be in a priority
class for remediation.
The clock stops when an incident is
contained, which means security has taken
the action necessary to prevent further
damage and it is handed over to internal
nonsecurity operational teams to bring
systems back to normal operations.

Calculation MTTC = For the most recent 12-month
period, average of the time difference
between when the alert is triaged (or
allocated) and when an initial response for
that alert is executed for each in-scope
incident.

Incidents where a false positive was
recorded.

■

Incidents that were automatically
remediated and closed.

■
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Mean time to remediate (MTTR) is typically an SOC metric. If you outsource your SOC,

your provider will have this information. Remediation is the time from when an incident

ticket is opened to start remediation activities to when the ticket is closed, which means

that all systems have been brought back to normal operations. How fast you remediate

incidents is a protection level against security incidents damaging your business

outcomes and a value measure for your investment in incident response (see Figure 2 and

Table 2).

Figure 2: Outcome-Driven Metric 2 — Incident Remediation (Hours)

Source: Gartner Cybersecurity Value Benchmark
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Table 2: Outcome-Driven Metric 2 — Incident Remediation (Hours)

Source: Gartner (September 2022)

Outcome-Driven Metric 3: OS Patching Cadence (Standard)

Average Days of System Exposure

Target Question For critical and high-risk security incidents,
what is your average time (in hours)
between incident detection (ticket
generation) and incident closure (ticket
close)?

In-scope incidents In-scope incidents are all categories of
incidents or conditions that must be
addressed to avoid severe or catastrophic
adverse effects on organizational
operations, organizational assets or
individuals.
This excludes:

Clock The clock starts when an incident is
recorded, which means a ticket is opened to
start remediation actions.
The clock stops when an incident is closed,
which means all systems have been brought
back to normal operations.

Calculation MTTR = For the most recent 12-month
period, average time (in hours) between
incident ticket generation and ticket close for
all in-scope incidents.

Incidents where a false positive was
recorded.

■

Incidents that were automatically
remediated and closed.

■

Incidents that result in breach
response events that involve forensics
and may drag out for days, weeks or
months.

■
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This measures standard OS patching that requires no special handling. How fast you

deploy patches is a protection level that reduces the time that vulnerabilities are available

for exploitation and a value measure for your investment in threat and vulnerability

management (see Table 3).

Table 3: Outcome-Driven Metric 3 — OS Patching Cadence (Standard)

Source: Gartner (September 2022)

Outcome-Driven Metric 4: Third-Party Cybersecurity Risk Engagement

Target Question What is your average time (in days) to apply
critical operating system patches within
your standard patch process?

In-scope patches and systems In-scope patches are all operating system
patches that address critical and high-risk
vulnerabilities on systems that support
business outcomes.

Definitions “Patch deployment time”: Number of days
from in-scope patch availability to patch
deployment (including testing) on 100% of
critical and high-risk assets. Organizations
may substitute 90% of all in-scope assets.
“Standard patch process”: Operating system
patches that are prioritized, tested and
deployed with no special handling or
treatment required.

Calculation OS patching time = For the most recent 12-
month period, average patch deployment
time (see the definition above) for all in-
scope patches.
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The metric reflects your executives’ decision to accept a known risk and work with vendors

and partners that scored poorly on the organization’s cybersecurity risk assessment. This

would include any indication that the third party is a bad risk or a recommendation to

avoid engagement. This data is the cross-section of vendors and partners that have a

working relationship with your organization (typically found in procurement) and the

record of cybersecurity assessment. Third-party cybersecurity risk engagement is a

protection level for business decisions that create cybersecurity risk and a value measure

for your investment in overall third-party risk management (see Table 4).

Table 4: Outcome-Driven Metric 4 — Third-Party Cybersecurity Risk Engagement

(Enlarged table in Appendix)

Outcome-Driven Metric 5: Unassessed Third Parties

Poor Visibility Into Third-Party Cybersecurity Risk
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This metric reflects poor visibility into third-party risk for vendors and partners that have

no current cybersecurity assessment. Currency and required assessment levels are defined

by the organization. Unassessed third-party metric is a protection level for visibility into

cybersecurity risk and a value measure for your investment in third-party risk management

(see Table 5).
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Table 5: Outcome-Driven Metric 5 — Unassessed Third Parties

Target Question What percentage of known critical and high-
risk third parties have no current
cybersecurity risk assessment?

In-scope third parties In-scope third parties are known — and have
gone through normal procurement
processes.
Excluded third parties are:

Definitions “Currency and required level of assessment”
is defined by policy in each organization.
“Engaged”: The third party has a working
relationship with the organization and
presents a critical and high risk. This means
a breach of confidentiality, integrity or
availability would have a severe or
catastrophic adverse effect on
organizational operations, organizational
assets, regulatory action, organizational
reputation, or other material business
outcomes or impacts.

Calculation Unassessed third parties = For the most
recent 12-month period, total number of
known critical and high-risk third parties with
no cybersecurity risk assessment divided by
the total number of in-scope third parties.

Unknown third parties (those that
have a business relationship that have
not gone through procurement) are
excluded.

■

Unassessed third parties or third
parties with expired or out-of-date
assessments. Organizations should
consider assessments older than three
years as out of date for the purposes
of this benchmark, unless the
organization has defined a time of less
than three years.

■
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Source: Gartner (September 2022)

Outcome-Driven Metric 6: Expired Policy Exceptions

Expired and Unremediated Policy Exceptions

This metric requires a formalized policy exception process. The organization chooses its

own management of expirations and required remediations. If everything is an exception,

and exceptions have no time limit, then the organization may have poor visibility into

material levels of risk. Percentage of expired policy exceptions is a protection level for

addressing risky policy violations and a value measure for your investment in governance,

risk and compliance (see Table 6).

Table 6: Outcome-Driven Metric 6 — Expired Policy Exceptions

Source: Gartner (September 2022)

Outcome-Driven Metric 7: Endpoint Protection Coverage

Endpoints With Approved Build and Controls

Endpoints are better protected when they are known to have the approved build and

security controls. Percentage of endpoints with approved controls is a protection level for

addressing poorly protected systems and a value measure for your investment in endpoint

protection (see Table 7).

Target Question What is your percentage of critical security
policy exceptions that have expired and are
unremediated?

In-scope policy exceptions In-scope policy exceptions are formally
tracked critical policy exceptions with
expiration times and dates that have expired
and are not addressed.

Calculation Expired policy exceptions = For the most
recent 12-month period, the number of in-
scope policy exceptions that have expired
and are unremediated, which is then divided
by the total number of in-scope policy
exceptions.
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Table 7: Outcome-Driven Metric 7 — Endpoint Protection Coverage

Source: Gartner (September 2022)

Outcome-Driven Metric 8: Ransomware Recovery (Mission-Critical)

Mission-Critical Systems With Ransomware Recovery Exercise

Recovery exercising is a critical control to manage ransomware threats. It supports

visibility and capability to recover, estimate loss expectancy, and inform negotiations with

ransomware criminals. Percentage of mission-critical systems with ransomware

readiness exercising is a protection level against ransomware and a value measure for

your investment in ransomware readiness (see Table 8).

Target Question What is your percentage of known endpoints
with company-approved or company-
required build and security controls?

In-scope endpoints In-scope endpoints are known endpoints
that are managed, tracked and identifiable
that also have a defined build and set of
security controls.
Exclusions are:

Definitions “Build and security controls”: Identified
security tools installed, appropriate OS and
applications, ports, and protocols
appropriately limited per imaging standard.

Calculation Endpoint protection coverage = For the most
recent 12-month period, number of in-scope
endpoints with approved or required build
and security controls divided by the total
number of in-scope endpoints.

Endpoints that are not managed,
tracked and identifiable are excluded.

■

Endpoints that do not have a defined
build and security controls are
excluded. For example, IoT devices
that do not support a controllable build
or set of security controls and
configurations.

■
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Table 8: Outcome-Driven Metric 8 — Ransomware Recovery (Mission-Critical)

Source: Gartner (September 2022)

Outcome-Driven Metric 9: Ransomware Downtime and Workaround Procedures

Target Question What is your percentage of mission-critical
systems supporting critical business or
mission functions that have successfully
completed ransomware recovery exercising
in the past 12 months?

In-scope systems In-scope systems are:

Definitions “Ransomware recovery exercising”: An in-
scope system was successfully restored in
exercise mode in a simulated ransomware
attack to an acceptable level of operation.
The level of exercise should provide
confidence that an acceptable level of
business operations can be restored after a
loss of supporting systems.
“Successfully completed”: The systems were
restored, and the functions brought back to
an acceptable level of operations, including
procedures to recreate any lost data and
backlog procedures to enter business
transacted manually while the systems were
down due to the ransomware attack.

Calculation Ransomware recovery = For the most recent
12-month period, number of in-scope
mission systems that have successfully
completed ransomware recovery exercising
divided by the total number of in-scope
systems.

Systems that would materially damage
critical business or mission functions if
they are down.

■

Critical business or mission functions
that are defined by each organization.

■
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Critical Business or Mission Functions That Can Operate During a Ransomware Event
Without IT Systems

During a ransomware event, downtime and workaround procedure is a set of tasks and

workflow to be taken — often manually — to ensure critical business or mission functions

can continue in the absence of the IT resources normally used. The procedure should be

crafted such that it can be used for business operations for a period of time appropriate

for the outage — for example, 45 days for ransomware. The procedure should be

developed with consideration given to the viability of the procedure (for example, is it

really going to work?) and that it doesn’t create more problems than it solves. Percentage

of critical business- or mission-critical functions that have downtime and workaround

procedures is a protection level against ransomware and a value measure for your

investment in ransomware readiness (see Table 9).
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Table 9: Outcome-Driven Metric 9 — Ransomware Downtime and Workaround Procedure

Source: Gartner (September 2022)

Outcome-Driven Metric 10: Cloud Security Coverage

Cloud Workloads Aligned to the Security Baseline

Cloud workloads must be aligned to a defined security baseline to support appropriate

protection levels. Percentage of cloud workloads aligned to the required security baseline

is a protection level for addressing poorly protected cloud instances and a value measure

for your investment in cloud protection (see Table 10).

Target Question What is your percentage of critical business
or mission functions that have exercised
downtime and workaround procedures in the
past 12 months?

In-scope business functions In-scope critical business or mission
functions are those that have downtime and
workaround procedures to operate without
IT systems in the event of a ransomware
attack.

Definitions “Downtime and workaround procedures” are
defined as written plans to achieve business
and mission outcomes after a ransomware
event when systems are offline.
“Exercised downtime and workaround
procedures” are defined as exercises or other
training to ensure that different roles
supporting a critical business or mission
function know how to operate without IT.
Critical business and mission functions are
defined by each organization.

Calculation Ransomware downtime and workarounds =
For the most recent 12-month period, the
number of in-scope functions or outcomes
that have successfully exercised downtime
and workaround procedures, or that have a
written downtime and workaround
procedure, divided by the total number of in-
scope functions or outcomes.
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Table 10: Outcome-Driven Metric 10 — Cloud Security Coverage

Source: Gartner (September 2022)

Outcome-Driven Metric 11: Multifactor Authentication Coverage

Multifactor authentication is one of the most effective ways to protect access. Percentage

of critical and high-risk systems with multifactor authentication protection is a protection

level for addressing unauthorized system access and a value measure for your

investment in access control (see Table 11).

Target Question What is your percentage of production cloud
workloads aligned with the defined and
approved security baseline?

In-scope cloud workloads In-scope cloud workloads are cloud
workloads supporting business or mission
outcomes that require a defined security
baseline of controls.

Definitions “Production cloud workloads” are defined by
each organization.
“Security baseline” is defined by each
organization.

Calculation Cloud security coverage = For the most
recent 12-month period, the number of in-
scope cloud workloads aligned with the
approved security baseline, divided by the
total number of in-scope cloud workloads.
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Table 11: Outcome-Driven Metric 11 — Multifactor Authentication Coverage

Source: Gartner (September 2022)

Outcome-Driven Metric 12: Access Removal Time

Time to Deprovision Critical Access After an (Employee) Termination Request

The more time it takes to deprovision access, the longer unauthorized individuals have

access to data that they are no longer entitled to access. Termination and deprovisioning

protection varies widely across different organizations, so it is based on the organization’s

definition of terminating access that would be considered a threat. Access removal time is

a protection level for addressing unauthorized system and data access and a value

measure for your investment in access control (see Table 12).

Target Question What percentage of critical and high-risk
applications are protected by multifactor
authentication?

In-scope systems In-scope systems are critical and high-risk
systems that are determined to need
multifactor authentication protection either
by policy, criticality or designation.

Definitions “Multifactor authentication protection” is
defined as the inability to access the system
without passing through a multifactor
authentication control within the company
policy.

Calculation Multifactor authentication coverage = For
the most recent 12-month period, the
number of in-scope systems with multifactor
authentication protection divided by the total
number of in-scope systems.
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Table 12: Outcome-Driven Metric 12 — Access Removal Time

Source: Gartner (September 2022)

Outcome-Driven Metric 13: Privileged Access Management

Controlling “Always On” Personal Privileged Accounts

Privileged access should ideally be just in time — that is, authorized users will gain

privileged access for a short duration, and then lose it (until they require it again).

However, some exceptions will need to be granted and this number should be kept as low

as possible. The ratio of always-on accounts to individuals who may use them is a

protection level for unauthorized access to sensitive, powerful accounts and a value

measure for your investment in privileged access management (see Table 13).

Target Question What is your average number of hours from
the request for termination of access to
sensitive or high-risk systems or
information to deprovisioning of all access?

In-scope access changes In-scope access change requests are any
changes that require removal of access to
sensitive or high-risk systems or information.

Definitions “All access”: This includes directory,
application and all authentication channels
that provide sensitive data and resource
access.
“Access termination time”: Time from receipt
of original request to terminate employee
access to time that all access is
deprovisioned.

Calculation Access removal time = For the most recent
12-month period, the sum of all access
termination times for all in-scope access
change requests divided by the total number
of in-scope access termination requests.
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Table 13: Outcome-Driven Metric 13 — Privileged Access Management

Source: Gartner (September 2022)

Outcome-Driven Metric 14: Security Awareness Training

Employee Security Training Coverage

Trained employees are more likely to understand and execute proper security behavior in

their roles. Trained employees are a protection measure for people understanding secure

behaviors and a value measure of your investment in people to behave in a secure

manner (see Table 14).

Target Question What is your ratio of always-on personal
privileged accounts to the number of
individuals in roles who should have access
to these accounts?

In-scope individuals and accounts In-scope individuals are system
administrators who need access to
privileged accounts.
In-scope accounts are owned by in-scope
individuals and have privileged access.

Definitions “Privileged accounts” have privileged access
that can negatively impact production
systems or other business outcomes,
including access to sensitive information.

Calculation Privileged access management = For the
most recent 12-month period, the number of
privileged accounts divided by the number of
in-scope individuals.
Note: This ratio may be above 1 if the
number of accounts exceeds the number of
individuals.
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Table 14: Outcome-Driven Metric 14 — Security Awareness Training

Source: Gartner (September 2022)

Outcome-Driven Metric 15: Phishing Training on Click-Throughs

Recognizing and Avoiding Phishing Emails

Measuring click-throughs is not a perfect measure. However, it is very common, and it is

already socialized with your board and executives. Phishing training on click-throughs are

a protection level against employees clicking on dangerous links and a value measure of

your investment in phishing training (see Table 15).

Target Question What percentage of your employees and
contractors have completed mandatory
security training?

In-scope individuals In-scope individuals are defined by each
organization and usually include employees,
contractors, and others who have access to
critical and high-risk systems.

Definitions Mandatory security training is defined by
each organization.

Calculation Security awareness training coverage = For
the most recent 12-month period, the total
number of in-scope individuals who have
completed mandatory security training
divided by the total number of in-scope
individuals.
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Table 15: Outcome-Driven Metric 15 — Phishing Training on Click-Throughs

Source: Gartner (September 2022)

Outcome-Driven Metric 16: Phishing Reporting Rates

Employees Reporting Suspected Phishing

Target Question What is your percentage of click-throughs
for your standard organizationwide
phishing campaigns in the past 12 months?

In-scope individuals In-scope individuals are all employees or
other required individuals who are subject to
phishing campaigns.

Definitions “Standard campaign” is defined by each
organization. It is neither the strongest,
most aggressive campaigns, nor the
weakest, least aggressive campaigns.
“Click-through” is defined as clicking on a link
in a phishing email. If an individual clicked on
any phishing training link through a standard
phishing campaign in the past 12 months, it
is counted as a click-through. Any click-
through of a real phishing email should also
be counted as part of this metric.

Calculation Phishing training on click-throughs = For the
most recent 12-month period, the number of
employees who have clicked on a phishing
training link in a standard phishing campaign
(or real phishing email) divided by the total
number of in-scope individuals.Note: The
number of times that an employee clicks on a
phishing link does not impact this metric. An
employee is only counted as 1 in the
numerator of this calculation if the employee
clicked on a phishing link in the past 12
months.
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Employees who report suspected phishing emails help the organization improve defenses

and limit damage from phishing. Phishing training on click-throughs is a protection level

against employees clicking on dangerous links and a value measure of your investment in

phishing training (see Table 16).

Table 16: Outcome-Driven Metric 16 — Phishing Reporting Rates

Source: Gartner (September 2022)

Recommended by the Authors
Some documents may not be available as part of your current Gartner subscription.

Target Question What is the percentage of employees who
report suspicious emails for your standard
organizationwide phishing campaigns?

In-scope individuals In-scope individuals are all employees or
other required individuals who are subject to
phishing campaigns.

Definitions “Standard campaign” is defined by each
organization. It is neither the strongest,
most aggressive campaigns, nor the
weakest, least aggressive campaigns.
“Reporting suspicious emails” is defined as
reporting a phishing attempt through normal
channels. If an individual reports any
attempted phishing in the past 12 months, it
is counted as a report for this metric.

Calculation Phishing reporting rates = For the most
recent 12-month period, the number of in-
scope individuals who reported the receipt of
a suspicious email (training or real email)
divided by the total number of employees.
Note: The number of times an employee
reports suspected phishing does not impact
this metric. An employee is counted as 1 in
the numerator of this calculation if the
employee has reported a phishing link in the
past 12 months.
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Table 1: Outcome-Driven Metric 1 — Incident Containment (Minutes)

Source: Gartner (September 2022)

Target Question For critical and high-risk security incidents, what is your average time (in
minutes) between the alert being allocated (triage starts) and the initial
containment response (mitigation) of that issue?

In-scope incidents In-scope incidents are all categories of incidents or conditions that must be
addressed to avoid severe or catastrophic adverse effects on organizational
operations, organizational assets or individuals.
This excludes:

Clock The clock starts when alert is triaged, which means it is determined to be in a
priority class for remediation.
The clock stops when an incident is contained, which means security has
taken the action necessary to prevent further damage and it is handed over
to internal nonsecurity operational teams to bring systems back to normal
operations.

Calculation MTTC = For the most recent 12-month period, average of the time difference
between when the alert is triaged (or allocated) and when an initial response
for that alert is executed for each in-scope incident.

Incidents where a false positive was recorded.■

Incidents that were automatically remediated and closed.■
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Table 2: Outcome-Driven Metric 2 — Incident Remediation (Hours)

Source: Gartner (September 2022)

Target Question For critical and high-risk security incidents, what is your average time (in
hours) between incident detection (ticket generation) and incident closure
(ticket close)?

In-scope incidents In-scope incidents are all categories of incidents or conditions that must be
addressed to avoid severe or catastrophic adverse effects on organizational
operations, organizational assets or individuals.
This excludes:

Clock The clock starts when an incident is recorded, which means a ticket is opened
to start remediation actions.
The clock stops when an incident is closed, which means all systems have
been brought back to normal operations.

Calculation MTTR = For the most recent 12-month period, average time (in hours)
between incident ticket generation and ticket close for all in-scope incidents.

Incidents where a false positive was recorded.■

Incidents that were automatically remediated and closed.■

Incidents that result in breach response events that involve forensics and
may drag out for days, weeks or months.

■

This research note is restricted to the personal use of andy.rowsell-jones@gartner.com.



Gartner, Inc. | G00775537 Page 3A of 17A

Table 3: Outcome-Driven Metric 3 — OS Patching Cadence (Standard)

Source: Gartner (September 2022)

Target Question What is your average time (in days) to apply critical operating system
patches within your standard patch process?

In-scope patches and systems In-scope patches are all operating system patches that address critical and
high-risk vulnerabilities on systems that support business outcomes.

Definitions “Patch deployment time”: Number of days from in-scope patch availability to
patch deployment (including testing) on 100% of critical and high-risk assets.
Organizations may substitute 90% of all in-scope assets.
“Standard patch process”: Operating system patches that are prioritized,
tested and deployed with no special handling or treatment required.

Calculation OS patching time = For the most recent 12-month period, average patch
deployment time (see the definition above) for all in-scope patches.
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Table 4: Outcome-Driven Metric 4 — Third-Party Cybersecurity Risk Engagement

Target Question What percentage of known critical and high-risk third parties with poor
(noncompliant) cybersecurity assessment results have been engaged by the
organization?

In-scope third parties In-scope third parties are:

Definitions “Poor security assessment results” are defined as the most recent security
assessment indicating that the third party is a bad risk or a recommendation
to avoid engagement. This is a determination made by each organization,
based on its own scoring and risk tolerance.
“Engaged”: The third party has a working relationship with the organization
and presents a critical and high risk. That means a breach of confidentiality,
integrity or availability would have a severe or catastrophic adverse effect on
organizational operations, organizational assets, regulatory action,
organizational reputation, or other material business outcomes or impacts.

Calculation Third-party risk engagement = For the most recent 12-month period, total

Known third parties have gone through normal procurement processes.■

Unknown third parties (those that have a business relationship that have
not gone through procurement) are excluded.

■

Unassessed third parties or third parties with expired or out-of-date
assessments are also excluded and measured in a separate, benchmarked
metric. Organizations should consider assessments older than three years
as out of date for the purposes of this benchmark.

■
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Source: Gartner (September 2022)

number of known critical and high-risk third parties with poor security
assessment results divided by the total number of in-scope third parties.
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Table 5: Outcome-Driven Metric 5 — Unassessed Third Parties

Target Question What percentage of known critical and high-risk third parties have no
current cybersecurity risk assessment?

In-scope third parties In-scope third parties are known — and have gone through normal
procurement processes.
Excluded third parties are:

Definitions “Currency and required level of assessment” is defined by policy in each
organization.
“Engaged”: The third party has a working relationship with the organization
and presents a critical and high risk. This means a breach of confidentiality,
integrity or availability would have a severe or catastrophic adverse effect on
organizational operations, organizational assets, regulatory action,
organizational reputation, or other material business outcomes or impacts.

Calculation Unassessed third parties = For the most recent 12-month period, total
number of known critical and high-risk third parties with no cybersecurity risk
assessment divided by the total number of in-scope third parties.

Unknown third parties (those that have a business relationship that have
not gone through procurement) are excluded.

■

Unassessed third parties or third parties with expired or out-of-date
assessments. Organizations should consider assessments older than
three years as out of date for the purposes of this benchmark, unless the
organization has defined a time of less than three years.

■
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Source: Gartner (September 2022)

Table 6: Outcome-Driven Metric 6 — Expired Policy Exceptions

Source: Gartner (September 2022)

Target Question What is your percentage of critical security policy exceptions that have
expired and are unremediated?

In-scope policy exceptions In-scope policy exceptions are formally tracked critical policy exceptions with
expiration times and dates that have expired and are not addressed.

Calculation Expired policy exceptions = For the most recent 12-month period, the number
of in-scope policy exceptions that have expired and are unremediated, which
is then divided by the total number of in-scope policy exceptions.
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Table 7: Outcome-Driven Metric 7 — Endpoint Protection Coverage

Source: Gartner (September 2022)

Target Question What is your percentage of known endpoints with company-approved or
company-required build and security controls?

In-scope endpoints In-scope endpoints are known endpoints that are managed, tracked and
identifiable that also have a defined build and set of security controls.
Exclusions are:

Definitions “Build and security controls”: Identified security tools installed, appropriate
OS and applications, ports, and protocols appropriately limited per imaging
standard.

Calculation Endpoint protection coverage = For the most recent 12-month period,
number of in-scope endpoints with approved or required build and security
controls divided by the total number of in-scope endpoints.

Endpoints that are not managed, tracked and identifiable are excluded.■

Endpoints that do not have a defined build and security controls are
excluded. For example, IoT devices that do not support a controllable build
or set of security controls and configurations.

■
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Table 8: Outcome-Driven Metric 8 — Ransomware Recovery (Mission-Critical)

Target Question What is your percentage of mission-critical systems supporting critical
business or mission functions that have successfully completed
ransomware recovery exercising in the past 12 months?

In-scope systems In-scope systems are:

Definitions “Ransomware recovery exercising”: An in-scope system was successfully
restored in exercise mode in a simulated ransomware attack to an acceptable
level of operation. The level of exercise should provide confidence that an
acceptable level of business operations can be restored after a loss of
supporting systems.
“Successfully completed”: The systems were restored, and the functions
brought back to an acceptable level of operations, including procedures to
recreate any lost data and backlog procedures to enter business transacted
manually while the systems were down due to the ransomware attack.

Calculation Ransomware recovery = For the most recent 12-month period, number of in-
scope mission systems that have successfully completed ransomware
recovery exercising divided by the total number of in-scope systems.

Systems that would materially damage critical business or mission
functions if they are down.

■

Critical business or mission functions that are defined by each
organization.

■
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Source: Gartner (September 2022)

Table 9: Outcome-Driven Metric 9 — Ransomware Downtime and Workaround Procedure

Source: Gartner (September 2022)

Target Question What is your percentage of critical business or mission functions that have
exercised downtime and workaround procedures in the past 12 months?

In-scope business functions In-scope critical business or mission functions are those that have downtime
and workaround procedures to operate without IT systems in the event of a
ransomware attack.

Definitions “Downtime and workaround procedures” are defined as written plans to
achieve business and mission outcomes after a ransomware event when
systems are offline.
“Exercised downtime and workaround procedures” are defined as exercises
or other training to ensure that different roles supporting a critical business
or mission function know how to operate without IT.
Critical business and mission functions are defined by each organization.

Calculation Ransomware downtime and workarounds = For the most recent 12-month
period, the number of in-scope functions or outcomes that have successfully
exercised downtime and workaround procedures, or that have a written
downtime and workaround procedure, divided by the total number of in-
scope functions or outcomes.
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Table 10: Outcome-Driven Metric 10 — Cloud Security Coverage

Source: Gartner (September 2022)

Target Question What is your percentage of production cloud workloads aligned with the
defined and approved security baseline?

In-scope cloud workloads In-scope cloud workloads are cloud workloads supporting business or
mission outcomes that require a defined security baseline of controls.

Definitions “Production cloud workloads” are defined by each organization.
“Security baseline” is defined by each organization.

Calculation Cloud security coverage = For the most recent 12-month period, the number
of in-scope cloud workloads aligned with the approved security baseline,
divided by the total number of in-scope cloud workloads.
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Table 11: Outcome-Driven Metric 11 — Multifactor Authentication Coverage

Source: Gartner (September 2022)

Target Question What percentage of critical and high-risk applications are protected by
multifactor authentication?

In-scope systems In-scope systems are critical and high-risk systems that are determined to
need multifactor authentication protection either by policy, criticality or
designation.

Definitions “Multifactor authentication protection” is defined as the inability to access
the system without passing through a multifactor authentication control
within the company policy.

Calculation Multifactor authentication coverage = For the most recent 12-month period,
the number of in-scope systems with multifactor authentication protection
divided by the total number of in-scope systems.
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Table 12: Outcome-Driven Metric 12 — Access Removal Time

Source: Gartner (September 2022)

Target Question What is your average number of hours from the request for termination of
access to sensitive or high-risk systems or information to deprovisioning of
all access?

In-scope access changes In-scope access change requests are any changes that require removal of
access to sensitive or high-risk systems or information.

Definitions “All access”: This includes directory, application and all authentication
channels that provide sensitive data and resource access.
“Access termination time”: Time from receipt of original request to terminate
employee access to time that all access is deprovisioned.

Calculation Access removal time = For the most recent 12-month period, the sum of all
access termination times for all in-scope access change requests divided by
the total number of in-scope access termination requests.
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Table 13: Outcome-Driven Metric 13 — Privileged Access Management

Source: Gartner (September 2022)

Target Question What is your ratio of always-on personal privileged accounts to the number
of individuals in roles who should have access to these accounts?

In-scope individuals and accounts In-scope individuals are system administrators who need access to privileged
accounts.
In-scope accounts are owned by in-scope individuals and have privileged
access.

Definitions “Privileged accounts” have privileged access that can negatively impact
production systems or other business outcomes, including access to
sensitive information.

Calculation Privileged access management = For the most recent 12-month period, the
number of privileged accounts divided by the number of in-scope individuals.
Note: This ratio may be above 1 if the number of accounts exceeds the
number of individuals.

This research note is restricted to the personal use of andy.rowsell-jones@gartner.com.



Gartner, Inc. | G00775537 Page 15A of 17A

Table 14: Outcome-Driven Metric 14 — Security Awareness Training

Source: Gartner (September 2022)

Target Question What percentage of your employees and contractors have completed
mandatory security training?

In-scope individuals In-scope individuals are defined by each organization and usually include
employees, contractors, and others who have access to critical and high-risk
systems.

Definitions Mandatory security training is defined by each organization.

Calculation Security awareness training coverage = For the most recent 12-month period,
the total number of in-scope individuals who have completed mandatory
security training divided by the total number of in-scope individuals.
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Table 15: Outcome-Driven Metric 15 — Phishing Training on Click-Throughs

Source: Gartner (September 2022)

Target Question What is your percentage of click-throughs for your standard
organizationwide phishing campaigns in the past 12 months?

In-scope individuals In-scope individuals are all employees or other required individuals who are
subject to phishing campaigns.

Definitions “Standard campaign” is defined by each organization. It is neither the
strongest, most aggressive campaigns, nor the weakest, least aggressive
campaigns.
“Click-through” is defined as clicking on a link in a phishing email. If an
individual clicked on any phishing training link through a standard phishing
campaign in the past 12 months, it is counted as a click-through. Any click-
through of a real phishing email should also be counted as part of this metric.

Calculation Phishing training on click-throughs = For the most recent 12-month period,
the number of employees who have clicked on a phishing training link in a
standard phishing campaign (or real phishing email) divided by the total
number of in-scope individuals.Note: The number of times that an employee
clicks on a phishing link does not impact this metric. An employee is only
counted as 1 in the numerator of this calculation if the employee clicked on a
phishing link in the past 12 months.
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Table 16: Outcome-Driven Metric 16 — Phishing Reporting Rates

Source: Gartner (September 2022)

Target Question What is the percentage of employees who report suspicious emails for your
standard organizationwide phishing campaigns?

In-scope individuals In-scope individuals are all employees or other required individuals who are
subject to phishing campaigns.

Definitions “Standard campaign” is defined by each organization. It is neither the
strongest, most aggressive campaigns, nor the weakest, least aggressive
campaigns.
“Reporting suspicious emails” is defined as reporting a phishing attempt
through normal channels. If an individual reports any attempted phishing in
the past 12 months, it is counted as a report for this metric.

Calculation Phishing reporting rates = For the most recent 12-month period, the number
of in-scope individuals who reported the receipt of a suspicious email
(training or real email) divided by the total number of employees.
Note: The number of times an employee reports suspected phishing does not
impact this metric. An employee is counted as 1 in the numerator of this
calculation if the employee has reported a phishing link in the past 12
months.
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