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Strategies and Methodologies Unit

Business-Focused solving real problems

A business-oriented team with expertise in resolution planning and execution,
supporting resolution and deposit guarantee matters

Data-centric iterative development

Focused on data-driven approaches, the team iteratively develops Minimum
Viable Products (MVPs), refining solutions through continuous feedback

Agile and multidisciplinary

A dynamic team with diverse academic backgrounds, working agilely to
support strategies and methodologies in the context of resolution
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A data-informed process

Transforming Data into Wisdom...

Information

—

Knowledge
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Data-driven reporting framework NIRS

NATIONAL RESOLUTION SYMPOSIUM 2024

AG

AH Al A

1
2 D O\ JEINAaratTinnNna! 1! I F:
Entidades " 1 I . I Servigos .
Operagio, | Ty iz=3[ T izsH | Gateway de | i | 3 F’Ialalorﬂma Hasting del  Ciclade " @ . @ Instalagio | N [ - DPI"." I @ 1 " Gesto de | Gestdo de | OHCP( atribuig| Sanligads || REl
. B N Inteq 2551 KmeZar, = Gestdo ] . Configuragd | Rotinas | Execugde [Carregament o Servidores Basesde, Distribuidos | Gest3ode | Helpdesk o . Servigos de . . " . mensagens de OMNE
Fiede Fede | Saida [Manutengd| odados | odados |erwiode | Kofax | Metad o (Al | Eikon MTSI Documenta Aplicagiel  vida o bateh ED | o eonteidns certificados] i Backups | Starage | =100 1 ApGioiSupart | Deskto Gniine Citriz | File Server Dirergrio | omein |impressora | odinamicade (20 SE
edificio | corporativ|  pt | oeGestio| porFTP | porco |sms 1 [Wal] M3 Doeumento ] s | Soitware digitais | s POt P ] dlatrénico B enderegamental N
3 ¢ | adewoz |internet| darede 1 [ 1 1 [ I 1 P) 8 G
4 |CLF [ [ B [ [ S [ [ I B L i » L paicial | parcial w | | T (7] >< [
5 [CGA % % % % % ! % ! % % ®_ T ¥ R % X% parcial | parcial w1 T ® ® X 1 ¥ ® ® ® X ® X
& [CBI ) ) H ) EE H H parcial | parcial H i H #i X
7 [Dac X X % % X H X HIEES % S R R S parcial | parcial A X | % % HEE % % [ X % X
% |LCREN X 1 1 1 1 1 1 a1y ®
3 |FUNDCG 1 1 1 ¥ ¥ ¥ 1 | | |
Legal Entity Identifier [LEI} Dacument Type Document Identifier Code,
Intragroup Financial Relationships
N 4

Perimeter: IAS

Notes:
1-The purpose of the last column is solely to create a direct link between the current sh
"Table 18" sheet, when applicable.

Z
T\

2 - To be consistent with the concept of material entities, branches should be considered

Entity Code - Account Eily Bl - Gross Amount N

Institution Heading Counterparty

EC1 15101 EC3 200,00

— Financial (FIN)
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Business data model NIRS

Shareholder NATIONAL RESOLUTION SYMPOSIUM 2024
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Indirect
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On the same wavelength | || :

NATIONAL RESOLUTION SYMPOSIUM 2024

Group's Structure

Contents
Organisational / Operational

1 Organisational and Operational Information
11 Genmeralremarks . . .. ... ... ... ..
111 Scopeofreporting . .. . o oL e e

C. Entity
Organisational Data

r————

Information System

112 Dependencies between each template

113

File naming convention

114 Identificationofconcepts . . .. . ... Lo oL
115  EBdrainformation .. ... ... . ... ... L

Y Y
1.1.6 ReferenceDate . . . . . . o i it i e e e e

E. Information 117 Notablechanges . . ... ........... ...

Systems Data Jr— Siire Gy 1.2 Filling Instructions

. Financial Market Infrastructure

Facilities
B. Group
OrganisationalDatay @ =~ | SystemsData | || Lm0 02 RlINGISIUCHONS . e e
121 A.GroupEntitiesData . . . ... . ... ... ... ...
12.2 B.GroupOrganisationalData . . . ... .....................
—— — = \Week dependency“) 123 C.EntityOrganisationalData .. . ........................
1.2.4 D.FMIOperational Dependencies . . .. .. ... ... ... v
GEF. Group Economic 125 E.InformationSystemsData . ... .......................

Functions Data (2) 1.2.6  F.Organisational Interconnections . .. .. ... .. ..o vuunun...
Group Level 127  G.BuildingsBranchesData . .. .........................
1.2.8  GEF. Group Economic Functions Data / EEF. Entity Economic Functions Data

@) 128 GER.Group Entity Relationships . . .. .. ..oovenue e,

. Entity Level 1.2.10 BL.BusinessLinesRelationships . . .. .. ... ... ... ... ... ...,
H. RESO!UtIOn ObStaC|ES 1211 EF. Economic Functions Relationships . . . ...................
Information Mechanisms 1.2.12  BF. Business Functions Relationships . . . . ... ... ... ..........

1.213  H. Resolution Obstacles Information Mechanisms . . . ... ... .. .....

(1) The report only depends on the filling of a specific

First stage of dependency information, therefore both reports can be filled in parallel.
(2) There should be only one report covering
all the entities of the group.
(3) There should be one report for each entity for which
information is required.
v v J, v v v sa 0 The instructions outline the business data
GER. Group | EF. Economic BL. Business BF. Business F. Organisational — ¥ — mOdelr the template completlon order, and
Entity Relationships Functions Relationships Lines Relationships Functions Relationships Interconnections e clear guidelines for accurate completion.

Second stage of dependency

Perbadanan Insurans Deposit Malaysia
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Resolution planning workflow

1
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1
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Report
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Data Quality Reports

Banks’ communication

PARSING
VALIDATION

Builds structured files
Integrity checks
XBRL conversion
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Two-level validation
Remote and Internal checks
Auto-generated reports

INCONSISTENCY

3 level of validation
Manage inconsistencies

(

e

LOADER

.

)-___________I

J

Loads information in DBs

Finds inconsistencies

Check depth/completeness

L LT 2
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Operational interconnections
Generates visual assets

~
e

~

Waterfall

==

i

(»

J

Simulate contagion
effects and support PIA

~
N

Other
ResTech

Apps

To support other resolution
analyses or specific studies
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\ Controls workflow
— o
S Identifies banks & reports
o Updates reporting status
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—_— e
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Flexible data access NIRS
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Interconnections framework

A

§

E-D@

Business Functions Information Technology Systems
or Services (FMI)

m To};
()
}ﬂ ﬂ ) Operational %

V2V,
categories Employees/Staff

Facilities
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Conceptual Framework for

ide

ntifying and assessing

operational interconnections in

resoluti
con
interd

on planning. It defines key
cepts (interconnection,
ependency, dependency,

interlink) and offers a methodology
to estimate a global operational
interconnection using numerical

indicators (0-1).



Answering with visual assets

SWIFT

Target2

STEP2 SEPACT
SICOI - Checks
SWIFT2

SICOI SCT

Il vsEs

PIDm
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Entity A
El’ltity B Business Functions
Dependencies
Entity A.1
El'ltity B.1 IT Systems
Entity C Dependencies
Entity D -
Y Entity E :
E Entity F . gte‘g:ndencies
Entity G o
Entity H [,
Entity | e
Entity ) 0.12
3 Entity A.2
PLAN Examples of pre-defined auto-generated visual assets to
v - , . . .
i understand the group'’s business model, internal and providers,
¥ - interconnections and separability, used in the resolution plan.

Perbadanan Insurans Deposit Malaysia
Protecting Your Insurance And Deposits In Malaysia

B o.'.f‘&‘ﬁfﬁ-?%s.' .:

Business Functions
Interdependencies

IT Systems
Interlinks and

o



Exploratory analysis NIRS

NATIONAL RESOLUTION SYMPOSIUM 2024

. Bank . Business Function <:> . Shareholder
Q Business Line . Software / Application
. Economic Function . Support Platform

Implicit relationships Explicit relationships

PLAN Example of an exploratory analysis of

v = explicit and implicit operational
Y= | interconnections between a Bank and its
Shareholder, used in the resolution plan.

L |

Implicit relationships
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A study about Third-Party Providers NIRS

Graph of the Portuguese
Banking Groups and
Standalone entities in
accordance with Banco de
Portugal’s business data
model &
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attention score =|max (i, 1) * Yweightea|* max(k + z,1)

Ny

Contract Information Number of graph connections

» Resolution-proofness

* Third-country laws

* Estimated time for
Substitutability

* Number of services that are provided

by the Provider/Supplier Number of Core BL and Critical EF
+ Centrality in the graph (Degree connected to a provider/supplier
Algorithm)

» Time to access the contract

Risk Categories Distributed by

Very High m Low Groups or Assess concentration and level of
Entities dependency (relative percentage)

REPORT

Countries Check which jurisdictions pose higher risks

AT Understand the type of services being
9 provided (ICT/Service/FMI)

Neuralgic Operational Providers (NeuralOPs) assess

financial stability and risk by analyzing high-risk 4
provider contracts, supporting the new requirements .__‘5‘?
under the Digital Operational Resilience Act (DORA). ﬁ:. )



Financial Data Model NRS
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Simulating losses in the financial system NRS

NATIONAL RESOLUTION SYMPOSIUM 2024

O LOSSES
. g Total amount received
‘ Entlty B.1 e Total amount propagated

Total amount not propagated

Entity B “

ASSETS AND LIABILITIES

Initial amount

‘ . Amount depleted
. Reflected on the asset side
‘ ‘ Entity B.2 Initial il
Entity A Entity C
Losses
. CAPITAL RATIOS
‘ Entlty C 1 . Estimated RWAs “&
] . New ratio estimations P e
Entity D ¢ Compliance computation ﬁ:o g

Perbadanan Insurans Deposit Malaysia
PI DM Protecting Your Insurance And Deposits In Malaysia




Avoiding black-box models

24

36

PID%

Assets available Liabilities available

(Total assets Total liabilities)
25 110295.41 77863.83
(126276.99) (121863.4)

Incoming Losses =

Asset losses accumulated

0 0

Asset losses accumulated

0 0

Asset losses accumulated

0 0

Asset losses accumulated

222204 125.68

Finab:cial 1 6463 O
Fin;:cial L1 : ;19 »\_;:e._.\.agz.‘., abie
Fin;:cial h :1: - 1”4;1 [ B available
Fin; :cial - 1 84D964 Assetva Jo available
Fin;:cial L05 6D31 -egﬂ;{; able
F in;:cial " 0 -DSES »‘.5:&;\; 53%33 -

Asset losses accumulated

4.68 0

Asset losses accumulated

Perbadanan Insurans Deposit Malaysia
Protecting Your Insurance And Deposits In Malaysia

Impairment losses accu

Impairment losses accu

Impairment losses accu

Impairment losses accu

Impairment losses acc

Impairment losses acc

umu

umu

Capital available

4427.91

14.44

ated

ated

(4427.91)
ulated +
ulated +
ulated +
ulated
rment value svailable
0

rment value available
0

rment value available
0

rment value available
0

rment value svailable
0

rment value svailable

Losses not propagated

0 14.31

Outgoing Losses

Liabi
Liability
Liability
Liabi

Liability

Type Multiplier

HOLDS 1

Type Multiplier
Financial 1

Type Multiplier
Financial 1

Liability

Liability

Liability

Losses to propagate

Ratio capital

fins 6581.59

29873.72
[
&6

ty losses accumulated

0

osses accumulated

0

osses accumulated

0

ty losses accumulated

0

osses accumulated

259.56

Lasses Remaining Own Funds
259.56 224.58
Losses Liability value available
0 155.1
Losses Liability value available
0 3534

osses accumulated

0

osses accumulated

25.37

osses accumulated

0

+ |+ |+ +

-+
-+

53@
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Resolution experts can
simulate various scenarios,
impose new losses at each

iteration, and audit the

outcomes. It allows the
simulation of cascading
effects triggered by FOLTF
entities, providing insights
about the Public Interest
Assessment (PIA).




Ongoing and upcoming work NIRS

NATIONAL RESOLUTION SYMPOSIUM 2024

Interactively answering resolution-specific questions

« Self-service application that dynamically adapts to changing questions and contexts
« Environment that resolution experts can use to explore graph data and apply pre-defined business rules
« Useful for both resolution planning and crisis situations

Leveraging on Large Language Models (LLMs)

« Retrieve resolution-specific data from structured sources like knowledge graphs using natural language
» Explore contextual understanding and the automatic generation of analyses

Collaboratlon and Testing

Improve resolvability by developing testing programmes (dry runs, deep dives and on-site inspections)
to evaluate practical implementation

« Examine the interplay between Digital Operational Resilience Act (DORA) and Operational Continuity in
Resolution (OCIR), and how it affects resolvability

PI DM Protecting Your Insurance And Deposits In Malaysia
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Common cyber resiliency challenges

Common cyber resiliency challenges

structure and vision

PIDM

Protecting Your Insurance And Deposits In Malaysia
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Cyber Resilience Programs lack a unified governance

Technology stacks are increasingly complex

Impact to value chain due to disruption and ability to
recover is unknown to most organizations




Ay
Priorities for cyber resilience |'|-

Organizational priorities for cyber resilience

e Establish a unified resilience program with an executive leading a multi-talented team providing

program visibility to the CEO and Board of Directors
e |dentify surge support requirements for critical business support and services during and after a

large scale malicious cyber event.

e Embed resiliency objectives as part of the daily operations as well as transformation initiatives.
e Develop resilience processes and execute supporting tests to sustain critical business and third-

party services while protecting the data throughout the event.

e Implement air-gap solutions for technology and data to ensure clean recovery taking complexity of Tech
technology stack into consideration.
e Perform testing of real world mass disruption scenarios due to cyber attacks and enhance recovery N
strategy and solutions. (@
Data e Implement capabilities to identify last known good copy of data for critical business processes.
e Develop ability to rebuild clean data using last known good copy for effective recovery and to o
(/\3 meet regulatory requirements. @é."-.
] * AU
— )?.0.. .o 9
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Cyber resiliency cheat sheet

1 Strategy and operating model

e Governance, policy, and operating model
design

e Crisis management team

e Surge support

3 Technology enablers

e Data flows
e Cyber resilient backups
e BCP/DRP

Perbadanan Insurans Deposit Malaysia
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2 Resilience planning

e Critical business process mapping

e Dependency mapping

e Playbooks for high likelihood scenarios
e Third party/Cloud vendors

4 Catastrophic scenario testing

e Table-top exercises
e Business recovery practice
e Exercise, practice, exercise, practice
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