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The Future of Crisis 
Preparedness in the Era 

of Digitalisation
André Dias Lopes

Strategies and Methodologies Unit, Resolution Department
Banco de Portugal



Strategies and Methodologies Unit

Business-Focused solving real problems
A business-oriented team with expertise in resolution planning and execution, 
supporting resolution and deposit guarantee matters

Data-centric iterative development
Focused on data-driven approaches, the team iteratively develops Minimum 
Viable Products (MVPs), refining solutions through continuous feedback

Agile and multidisciplinary
A dynamic team with diverse academic backgrounds, working agilely to 
support strategies and methodologies in the context of resolution



A data-informed process

Transforming Data into Wisdom…

… Only possible with a robust reporting framework.



Data-driven reporting framework

Organisational and
Operational (ORG)

Financial (FIN)



Business data model



On the same wavelength

The instructions outline the business data 

model, the template completion order, and 

clear guidelines for accurate completion.



Resolution planning workflow
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Flexible data access

Interactive applications

Advanced scripting

Classic analysis
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DRE Data Lakehouse

Data Integrity

Microsoft Excel

Microsoft Power BI

ResTech Applications

Dashboards

FrontEnd View, edit and download data
DATA DISCOVER

ANALYSIS

REPORTING

DATA SCIENCE

MACHINE LEARNINGGraph Databases



Interconnections framework

Business Functions
or Services

Facilities

Information Technology Systems Financial Market Infrastructures 
(FMI) 

Employees/Staff

Operational 
categories

Conceptual Framework for 

identifying and assessing 

operational interconnections in 

resolution planning. It defines key 

concepts (interconnection, 

interdependency, dependency, 

interlink) and offers a methodology 

to estimate a global operational 

interconnection using numerical 

indicators (0-1).



Answering with visual assets

Examples of pre-defined auto-generated visual assets to 

understand the group’s business model, internal and providers, 

interconnections and separability, used in the resolution plan.



Exploratory analysis

Example of an exploratory analysis of 

explicit and implicit operational 

interconnections between a Bank and its 

Shareholder, used in the resolution plan.



A study about Third-Party Providers

Neuralgic Operational Providers (NeuralOPs) assess 

financial stability and risk by analyzing high-risk 

provider contracts, supporting the new requirements 

under the Digital Operational Resilience Act (DORA).

Graph of the Portuguese 
Banking Groups and 

Standalone entities in 
accordance with Banco de 
Portugal’s business data 

model

𝑎𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛 𝑠𝑐𝑜𝑟𝑒 = max
𝑥

𝑛𝑥
, 1 ∗ 𝑦𝑤𝑒𝑖𝑔ℎ𝑡𝑒𝑑 ∗ max(𝑘 + 𝑧, 1) 

Contract Information

• Resolution-proofness
• Third-country laws
• Estimated time for 

Substitutability
• Time to access the contract

Number of graph connections

• Number of services that are provided 
by the Provider/Supplier

• Centrality in the graph (Degree 
Algorithm)

Core Business Lines and 
Critical Economic Functions

Number of Core BL and Critical EF 
connected to a provider/supplier

Risk Categories

Very High High Moderate Low

Distributed by

Groups or 
Entities

Assess concentration and level of 
dependency (relative percentage)

Countries Check which jurisdictions pose higher risks

Categories
Understand the type of services being 
provided (ICT/Service/FMI)



Financial Data Model

ABSORBING ENTITIES

INTERLINK ENTITIES

STARTING ENTITIES

2024 Graph of the 
Portuguese Financial 
System for simulating 

contagion effects from 
failing entities



Simulating losses in the financial system

Entity A

Entity B

Entity C

Entity D

Entity B.1

Entity B.2

Entity C.1

LOSSES
• Total amount received
• Total amount propagated
• Total amount not propagated

ASSETS AND LIABILITIES
• Initial amount
• Amount depleted
• Reflected on the asset side

CAPITAL RATIOS
• Estimated RWAs
• New ratio estimations
• Compliance computation

Initial

Losses

Final



Avoiding black-box models

Resolution experts can 

simulate various scenarios, 

impose new losses at each 

iteration, and audit the 

outcomes. It allows the 

simulation of cascading 

effects triggered by FOLTF 

entities, providing insights 

about the Public Interest 

Assessment (PIA).



Ongoing and upcoming work

Interactively answering resolution-specific questions
• Self-service application that dynamically adapts to changing questions and contexts
• Environment that resolution experts can use to explore graph data and apply pre-defined business rules
• Useful for both resolution planning and crisis situations

Leveraging on Large Language Models (LLMs)
• Retrieve resolution-specific data from structured sources like knowledge graphs using natural language
• Explore contextual understanding and the automatic generation of analyses

Collaboration and Testing
• Improve resolvability by developing testing programmes (dry runs, deep dives and on-site inspections) 

to evaluate practical implementation
• Examine the interplay between Digital Operational Resilience Act (DORA) and Operational Continuity in 

Resolution (OCIR), and how it affects resolvability
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Cyber Resiliency
Steve Lam

Asean Cybersecurity Leader
Ernst & Young Singapore



Common cyber resiliency challenges

Cyber Resilience Programs lack a unified governance 
structure and vision

Technology stacks are increasingly complex

Impact to value chain due to disruption and ability to 
recover is unknown to most organizations

Common cyber resiliency challenges



Priorities for cyber resilience

Process

Organizational priorities for cyber resilience

• Establish a unified resilience program with an executive leading a multi-talented team providing 
program visibility to the CEO and Board of Directors

• Identify surge support requirements for critical business support and services during and after a 
large scale malicious cyber event.

People

Tech

Data

• Embed resiliency objectives as part of the daily operations as well as transformation initiatives.
• Develop resilience processes and execute supporting tests to sustain critical business and third-

party services while protecting the data throughout the event.

• Implement air-gap solutions for technology and data to ensure clean recovery taking complexity of 
technology stack into consideration.

• Perform testing of real world mass disruption scenarios due to cyber attacks and enhance recovery 
strategy and solutions.

• Implement capabilities to identify last known good copy of data for critical business processes.
• Develop ability to rebuild clean data using last known good copy for effective recovery and to 

meet regulatory requirements.



Cyber resiliency cheat sheet

Strategy and operating model

• Governance, policy, and operating model 
design

• Crisis management team
• Surge support

1 Resilience planning

• Critical business process mapping
• Dependency mapping
• Playbooks for high likelihood scenarios
• Third party/Cloud vendors

2

Technology enablers

• Data flows
• Cyber resilient backups
• BCP/DRP

3 Catastrophic scenario testing

• Table-top exercises
• Business recovery practice 
• Exercise, practice, exercise, practice

4
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